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Chances and challenges: Role, responsibilities and restrictions of relevant 
market actors to avoid future circumvention



5

Final 
conference 
15/09/2021

The ANTICSS project team 

• Project lead: Oeko-Institut e.V. (DE) 

• 19 partners of 8 EU Member States 
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Circumvention: current legal framework

Energy Labelling 
Framework Regulation

Product-specific Energy 
Labelling delegated acts

Product-specific Ecodesign
implementing acts

Standardisation 
Requests

standards should deter intentional and unintentional 
circumvention, Recital N.35
prohibits the inclusion of software or hardware that 
automatically alters the performance of a product in test 
conditions , Art.3(5)

No procedure in the Annex on verification procedure
If circumvention detected  non-compliance

Article on Circumvention and software updates 
No procedure in the Annex on verification procedure
If circumvention detected  non-compliance

Standard shall be designed to minimise the risk of circumvention
Standards shall set test procedures that aim at minimising the risk that 
the performance of a model can be automatically altered in test 
conditions
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More comprehensive ANTICSS understanding 
and definition of circumvention

Circumvention is the act of designing a product or prescribing test instructions, 
leading to an alteration of the behaviour or the properties of the product, 
specifically in the test situation, in order to reach more favourable results 
for any of the parameters specified in the relevant delegated or implemented act, 
or included in any of the documentations provided for the product.

The act of circumvention is relevant only under test conditions and can be executed, 
e.g.,
a) by automatic detection of the test situation and alteration of the 

product performance and/or resource consumption during test, or
b) by pre-set or manual alteration of the product, 

affecting performance and/or resource consumption during test or 
c)     by pre-set alteration of the performance within a short period 

after putting the product into service.
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ANTICSS definition of ‚Jeopardy effects‘ 

Jeopardy effects encompass all aspects of products or test instructions, or  
interpretation of test results, which do not follow the goal of the EU ecodesign
and/or energy labelling legislation of setting ecodesign requirements and 
providing reliable information about the resource consumption and/or performance 
of a product. 

These effects may be not classified as circumvention but become possible due to 
loopholes or other weaknesses in standards or regulations.
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Decision tree to categorise suspicious cases
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Circumvention: 
A special ‚non-compliance‘ case

In contrast, circumvention and jeopardy effects do not make a product appear 
non-compliant during physical testing: 
Products appear to comply with all the requirements and conditions, but the 
test results are influenced/manipulated through a circumvention behaviour 
or the exploitation of (possible) weaknesses or loopholes in standards and legislation, 
resulting more favourable for the manufacturer.

Ecodesign and energy labelling legislation states that all products 
are compliant until a non-compliance is detected by MSAs,
through product inspection: physical testing, checking of the data and 
information provided in the technical documentation, checking any 
other information provided by the manufacturer against the 
requirements and conditions defined in the legislation and standards.
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The need for modified test methods 
to detect circumvention or jeopardy effects

Very slight adaptations 
of only those aspects 

related to the suspicious 
behaviour to detect 

circumvention 

Still very closely 
to standard test 

procedures to allow 
comparison

ANTICSS 
modified 

test methods
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Analysis of test results: Comparison 
to results of the harmonised standard 

USE OF THE VALUE OF THE VERIFICATION TOLERANCE FOR ASSESSING 
THE SIGNIFICANCE OF DEVIATIONS
If the deviation between the values obtained after having conducted tests 
according to the harmonised standard and the modified test method 
exceeded the value of the verification tolerances set out in the Ecodesign 
and/or Energy Labelling regulations, the result of the modified test is 
considered to be ‘significant’.

USE OF OTHER PARAMETERS FOR ASSESSING THE SIGNIFICANCE OF DEVIATIONS
For some modified testing methods, the use of verification tolerances might not be 
the right approach if deviations can be expected already due to methodological 
differences between the modified test method and the harmonised standard.
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Decision tree to categorise tested models



17

Final 
conference 
15/09/2021

Agenda of the final conference

Beyond defeat devices: Circumvention of EU Ecodesign & Energy labelling 
legislation and harmonised standards

Tracing circumvention: The concept of “alternative procedure”

From practice: Examples of circumvention and jeopardy effects 
from ANTICSS laboratory testing
What is lost: Impacts of circumvention

What we need: The way forward to closing all roads to circumvention 
in legislation and standards

What is next: Final considerations and the way beyond ANTICSS 

Chances and challenges: Role, responsibilities and restrictions of relevant 
market actors to avoid future circumvention



18

Final 
conference 
15/09/2021

Overview of ANTICSS test results: 18 cases in 
8 product groups – 3 models per product group
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Overview of ANTICSS test results: 18 cases in 
8 product groups – 3 models per product group
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Overview of ANTICSS test results: 18 cases in 
8 product groups – 3 models per product group
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Example 1: Dishwashers 
– specific loading instructions

Case description
According to regulation or standard “The dishwasher manufacturer’s instructions 
regarding installation and use shall be followed.”  In many dishwashers it is necessary 
to remove or alter the position of “accessories” fitted to the appliance when supplied. 
If the parts are not removed, the dishwasher cannot be loaded with the claimed 
full capacity. Instructions on removal of parts are only given in the ‘Instructions for 
Test Laboratories’, thus unlikely to be carried out in households in day-to-day use. 

Test methodology
1. Tests according to harmonised standard EN 50242:2016, 
following the manufacturer’s instructions and loading scheme
2. Modified test method: 

− A modified loading scheme is designed, fitting the maximum number 
of place settings, when the machine is loaded “as supplied” 

− Tests are conducted according to standard conditions and manufacturer’s 
instructions without removing or altering accessories.
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Example 1: Dishwashers 
– specific loading instructions
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Example 1: Dishwashers 
– specific loading instructions
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Conclusions about this case: circumvention

Loading instructions how to reach the declared capacity 
exclusively provided in instructions for test laboratories. 

No information how to reach the declared capacity in the 
user instructions.

The specific loading instructions lead to reaching more 
favourable results (capacity) specifically under testing.

Capacity is a declared parameter on the Energy label 
(purchase criterion). 

Higher capacity might facilitate a better Energy efficiency class. 

Example 1: Dishwashers
– specific loading instructions



25

Final 
conference 
15/09/2021

Example 2: Washing machines 
– specific optimisation at full and half rated capacity

Case description
Washing machines might be optimised in a way to gain more favourable results for the 
energy and water consumption specifically to the two testing points at the declared 
full and half load used according to the harmonised standard, whereas the consumption 
values follow a different pattern when the machine is run at different loads. 

Test methodology
Standard testing procedure Alternative testing procedure 

The tests were conducted according to the harmonised standard EN 60456:2016.  

Rated capacity declared by the manufacturer. 

Series of 7 treatments as follows: 

- Treatment 40°C; half load: 2 test runs 

- Treatment 60°C; half load: 2 test runs 

- Treatment 60°C; full load: 3 test runs 

Full load = 6 kg; Half load = 3kg 

Series of 7 treatments as follows: 

- Treatment 40°C; half load: 2 test runs 

- Treatment 60°C; half load: 2 test runs 

- Treatment 60°C; full load: 3 test runs. 

All parameters required in Regulation (EU) 1015/2010 and Regulation (EU) 1061/2010 were measured. 
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Example 2: Washing machines 
– specific optimisation at full and half rated capacity

Model C: Additional tests at 60°C treatment
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Example 2: Washing machines 
– specific optimisation at full and half rated capacity

ANTICSS results of a washing machine model: energy consumption at 60°C with different loads 

Results at 60°C treatment 
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Conclusions about this case:

Case: ‘Jeopardy effect’  tested model: ‘borderline to circumvention’
assuming that the more efficient test results for the energy consumption at full / 
half rated capacity (compared to different loads in-between) would also 
be achieved in real life when consumers load the machine around these capacities.

Conclusions about this case:

Case: ‘Hint for circumvention’  tested model: ‘circumvention’
imagining that the model could have a sensor that automatically detects the 
weight of the load; if the weight corresponds exactly to  load used in standard tests 
(full and half load of the rated capacity, standard garments), the energy / water 
consumption would be reduced exclusively under these standard test conditions, 
but not in consumer use. 

Example 2: Washing machines 
– specific optimisation at full and half rated capacity
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Example 3: COLD appliances
– Door opening test

Case description
According to regulation or standard “The refrigerating appliance shall be set up as in 
service in accordance with the manufacturer’s instructions.” 
For the tested refrigerating model, the display of a controller, providing a digital clock, 
was activated each time the door was opened without a functionality to turn off the 
display permanently. 
The user instructions state to leave the screen switch-off function in the pre-set value 
(i.e., turn-off after 24 hours without door openings) in order to save energy. 
The display will be permanently turned off during the harmonised test, whereas in 
everyday life, the display will be activated most of the time due to the normal use 
of the refrigerator with daily door openings.
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Example 3: COLD appliances
– Door opening test

Test results 

Test methodology 
Input power of the display measured separately (2.1W). Annual energy consumption of 
the appliance calculated by adding the energy consumption of the activated display 
(estimating 20 days of absence per year with the display being deactivated) to the 
annual energy consumption measured with the harmonised standard.
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Example 3: COLD appliances
– Door opening test

Outlook: Randomising testing tool
Energy saving modes (“ECO” modes) are more common these days. 
The harmonised standard (EN IEC 62552-1,-2,-3: 2020) tests lacks door openings, 
but incorporates the possibilities of several energy saving functions 
(e.g., varying the defrost interval) which provides a better representativeness of the 
standard. Modes are activated based on detection of door switch activations

Within ANTICSS, a testing tool was developed 
providing randomized alternative test conditions 
to check for suspicious behaviour of COLD appliances: 

• Door opening test
• Fluctuating ambient temperature test 
• Variable defrost algorithm check
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Ovens: Specific recipes (e.g., yogurt) in user manual that 
provide the basis for standard testing with shelf-guides / side racks 
to be removed => increasing oven volume 
=> parameter of EEI-formula and resulting energy efficiency class 

Ovens: Decoupled energy & temperature 
measurement in standard test; 
during energy measurement: 
set oven temperature (190°C) dropped to 90°C 
=> lower energy consumption; 
whereas during subsequent 
temperature measurement: 
oven temperature remained stable at 190°C

Test results of ANTICSS – Further examples
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Impact Assessment of Circumvention

The losses of potential energy savings through circumvention and 
borderline to circumvention are calculated for several products, 
based on the test reports from the laboratory tests
Only as far as own measured results were suitable for calculations. 

Two scenarios are presented for each product category
The realistic scenario aims to show the magnitude of the potential 
losses of energy savings: 

A minimum and a maximum share of devices that are currently 
likely prone to circumvention are estimated.

The extensive scenario includes all devices that are theoretically 
prone to the described type of circumvention. 
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Methodological approach

The possible impact per product is calculated by taking into account:

the potential loss of energy savings of the product, 
based on the differences in the measured energy consumption 
the number of appliances sold in the year 2020 (Wierda & Kemna)

the assumed market share, based on the educated guess from 
experts from energy agencies, MSAs, testing institutes and 
standardisation bodies, or, if available, from information about the 
distribution of different product models in the market (APPLIA)

The overall impact is calculated by cumulating the impact of the 
product groups and convert the results by the primary energy factor 
2.1 into losses of potential primary energy savings.



36

Final 
conference 
15/09/2021

Impacts of circumvention/borderline to circumvention: 
Potential annual losses of primary energy savings
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Impacts of circumvention/borderline to circumvention: 
Potential annual losses of GWP savings

*Source: Eurostat (2020): CO2 Emission Intensity in Europe. 
https://www.eea.europa.eu/data-and-maps/daviz/co2-emission-intensity- 6#tab-googlechartid_googlechartid_googlechartid_googlechartid_chart_11111
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Circumvention of EU Ecodesign and Energy labelling legislation 
and standards can have further, severe impacts: 

Further impacts of circumvention
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ANTICSS Recommendations to actors 

● In ANTICSS Guidelines and Recommendations were developed for 
the different actors: 
→ for MSAs and Test Laboratories
→ for (European) Standardisation Organisations
→ for Policy Makers

● The Guidelines and Recommendations were discussed with
→ Manufacturers and industry Associations
→ NGOs (representing the civil society)
→ IEC, CEN, CENELEC representatives
→ Member States of the project Advisory Board
→ MSAs and test laboratories

● Received comments and proposals were included in the 
Final Recommendations.
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ANTICSS Guidelines and Recommendations

https://www.anti-circumvention.eu/about-project/documents-and-deliverables

https://www.anti-circumvention.eu/about-project/documents-and-deliverables
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Relevant actors to prevent circumvention
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Market Surveillance Authorities 
and test laboratories (1)

● Identify possible circumvention and jeopardy effects during the compliance 
verification of investigated products and actively look for suspected cases of 
beyond the current legal framework: 
→ these acts may become illegal, and the resulting measurements be 

considered non-compliant in future.
● Support the development and application of modified measurement 

methods to highlight possible circumvention: 
→ in case the responsibility of the preparation of these methods is in 

charge of MSAs, their development should be carried out in close 
cooperation with the technical experts of the commissioned test 
laboratories

● In any case, MSAs can provide details on the suspect behaviour as well as 
being responsible for the follow-up measures in case of resulting suspect of 
circumvention of the tested product(s).
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Market Surveillance Authorities 
and test laboratories (2)

● Test laboratories have the experience to adapt harmonised standard test 
conditions. Some have already developed and use simulation tools to facilitate 
the slight variation of certain test conditions in an automated process

● Systematically collect and share suspicious cases under the current definition 
of circumvention or falling under the extended ANTICSS definition of 
circumvention or jeopardy effects, to identify possible patterns, 
discuss the verification procedure and follow-up measures. 
→ the ADCO meetings could serve as platform to regularly exchange 

experiences on how to identify and avoid circumvention. 
● Bring in your expertise in the legislation and standard preparation processes:

→ if the applicable standards do not address known circumvention/jeopardy 
effects, inform the standardisation Committee to promote the relevant 
modifications during the revision.



45

Final 
conference 
15/09/2021

Industry and product manufacturers (1)

● Manufacturers have the legal obligation to place on the market products 
compliant with the applicable EU legislation and (harmonised) standards, 
including the prohibition of circumvention.

● Manufacturers should also contribute to the overall objectives of the 
EU ecodesign and energy labelling legislation, helping in uncovering 
circumvention and closing ambiguities/loopholes in legislation and standards. 
In this respect they should:
→ report at an early stage any apparent irregularity or suspected case 

that gives competitors an unfair advantage
→ report identified loopholes or ambiguities in Regulations and 

supporting standards, and as far as possible overcome them 
as part of the participation to the revision processes.
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Industry and product manufacturers (2)

● More favourable results for a product model achieved through circumvention 
are non-compliant. The communication of such results to consumers is also 
leading to non-compliance of the provided information. 

● Unreliable information about the resources consumption and performance 
of products, provided to consumers upon request of the EU legislation, 
may also be considered a non-compliance under the consumer protection 
legislation even if of indicative nature.

● More favourable results due to the exploitation of weaknesses or loopholes 
in the EU legislation or the misuse/abuse of manufacturer’s instructions for 
test laboratories are not considered as non-compliance, but are against the 
spirit and the goals of EU ecodesign and energy labelling legislation
→ ANTICSS recommends to avoid such situations and find a way to consider 

also these cases a form of non-compliance.
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Policy makers and 
(European) Standardisation Organisations (1)
● The current legal definition of circumvention in Regulations only covers the 

recognition of the test conditions and automatic alteration of performance. 
→ The other situations identified by ANTICSS: pre-set or manual alteration of 

the product, affecting performance and/or resource consumption during 
test, and pre-set alteration of the performance within a short period after 
putting the product into service should also be included

● Some time of application is needed to understand the implications and 
relations among the different requirements and test conditions, and to identify 
illogical/unintentional interpretations and jeopardy effects, exploitable to 
achieve more favourable results and that might facilitate circumvention:
→ analyse the application of legislation and standards at regular intervals
→ overcome jeopardies via fast-track revisions of the legislation, 

amendment/new edition of standards, or FAQs by the Commission or 
ADCOs.
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Policy makers and 
(European) Standardisation Organisations (2)

● Mandate the definition and make possible & legally sound the use of 
modified measurement methods aimed at indicating the possible presence 
of circumvention: 
→ decide if these methods should be included in a specific part of 

harmonised standards, or to be under the responsibility of each MSA
→ define the application and their operational aspects within the 

compliance verification procedure.

● (Mandated) modified measurement methods could include inter alia: 
→ slight variations of the ambient test conditions 
→ testing without following the specific manufacturer’s instructions or 

using the accessories provided only for test laboratories
→ testing a certain number of cycles beyond those necessary to comply 

with the legislation and set in relevant harmonised standards, 
and/or in a different (randomised) sequence.
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What is next: The way beyond ANTICSS 
Status of modified measurement methods (1)

● The legal status of the modified measurement methods is matter for 
discussion within the European Commission legal service and experts in 
EU legislation about
→ (i) the subject responsible for the preparation (MSAs or ESOs), and
→ (ii) the consequent legal value of the measurement results vs the 

compliance of the investigated product. 
● In this respect, MSAs usually suffer from a lack of personnel and financial 

resources as well as the deep technical expertise necessary to develop 
such modified measurement methods on their own. 

● However, also feedback from standardisation organisations has revealed 
that resources in addition to the regular development and revision of 
harmonised test standards are rather limited
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● The ANTICSS project recommended that the modified test conditions should 
become part of the final harmonised standard(s), e.g., in a specific part 
thereof devoted to prevention of circumvention, with the aim to be legally 
usable by MSAs, and constitute a legal basis for an eventual enforcement 
action against the circumventing models. 

● It is expected that once the modified test methods are part of the standard 
the possibility to have a circumventing model will become more and more 
costly and time consuming for manufacturers, due to the time needed to 
develop further circumvention behaviours non-detectable also under 
modified tests. 

● If MSAs may use all (legal) methods, including own produced modified 
measurement methods, to prove circumvention, will in the end be the Court 
in charge of deciding whether a certain proof is well founded and convincing?

What is next: The way beyond ANTICSS 
Status of modified measurement methods (2)



54

Final 
conference 
15/09/2021

● Fine tuning of the definition of circumvention: two points of the ANTICSS 
definitions have been questioned during the discussion with the different actors: 
→ has the design of the product to be deliberate and therefore the 

circumvention be voluntary for the product to be considered non-compliant?
→ if any type of manual alterations of a product - affecting performance and/or 

resource consumption during test - are considered circumvention, most of 
the test conditions in current harmonised standards could be also 
questioned. 

● Further development of the ANTICSS classification of cases and models, 
especially the categorisation and consequences of (currently legal) 
jeopardy effects with tested models resulting into borderline to 
circumvention (situation closer to an illegal behaviour but still currently legal).

What is next: The way beyond ANTICSS 
Points for further research (1)
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Fine tuning the definition of circumvention

Circumvention is the act of designing a product or prescribing test 
instructions, leading to an alteration of the behaviour or the properties of 
the product, specifically in the test situation, in order to reach more 
favourable results for any of the parameters specified in the relevant 
delegated or implemented act, or included in any of the documentations 
provided for the product.

The act of circumvention is relevant only under test conditions and can be 
executed, e.g.,
a) by automatic detection of the test situation and alteration of the 

product performance and/or resource consumption during test, or
b) by pre-set or manual alteration of the product, 

affecting performance and/or resource consumption during test or 
c)     by pre-set alteration of the performance within a short period 

after putting the product into service.
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Fine tuning the tested models categorisation

The current decision tree for categorising the tested models
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● Further development of modified test methods (e.g., randomised test patterns) 
including the assessment of their reproducibility and repeatability, and the definition of 
circumvention tolerances in those cases, where
potential deviations between the harmonised and the modified test procedure could be 
due to the adaptations of the test methodology itself. 

● Resilience checks of current standards, i.e., the analysis of which of the test parameters 
could be randomised or slightly modified without influencing 
the test results for the regulatory requirements, and therefore serve as potential basis 
for detection of circumvention through the identification 
of unjustified abnormal reaction of the tested models to these variations. 

● Analysis of latest legislation and standards for (new) jeopardy effects that might favour
circumvention, including the analysis of product categories not yet in focus of the 
ANTICSS project for their potential of circumvention.

What is next: The way beyond ANTICSS 
Points for further research (2)
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● Establishing a communication or collaboration platform – engaging all relevant 
stakeholders as European Commission, MSAs, ESOs, test laboratories, industry and 
NGOs – to exchange experiences and discuss the challenges and the conclusions 
of the assessed products suspect of circumvention. 

What is next: The way beyond ANTICSS 
Points for further research (3)

…2 ?!
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ANTICSS Contact & Disclaimer 

Oeko-Institut e.V.
Kathrin Graulich – ANTICSS project coordinator
E-Mail: k.graulich@oeko.de

www.anti-circumvention.eu
www.twitter.com/AntiCircumvent
www.linkedin.com/company/anticss/

https://cordis.europa.eu/project/rcn/213579_en.html

This project has received funding from the European Union’s Horizon 2020 research and innovation programme under 
grant agreement No 785122.
This project presentation reflects only the author's view. The Agency and the Commission are not responsible for any use 
that may be made of the information it contains.
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