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ANTICSS Project in brief
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• Study within the Horizon 2020 programme, GA 785122
https://www.anti-circumvention.eu

• Duration: 04/2018 – 09/2021
• Project lead: Oeko-Institut e.V. (DE)
• Project partners:
AT: AEA, BMDW
BE: ECOS, BHTC
CZ: SEVEn, SEIA
DE: OEKO, UBONN, GRS, VDE
ES: FFII-LCOE, CM
IT: ENEA, CCIAA Mi, IMQ
NL: Re/gent, NVWA
PT: ADENE, ASAE
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Kathrin Graulich (ANTICSS project manager)
OEKO, Oeko-Institut – Institute for applied Ecology, Germany
Nerea Ruiz-Fuente –
ECOS, Environmental Coalition on Standards, Belgium

Christian Praher – AEA, Austrian Energy Agency

Bram Soenen – BHTC Belgium,
Federal public service health, food chain safety and environment
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Circumvention: current legal framework
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Energy Labelling
Framework Regulation

standards should deter intentional and unintentional
‘circumvention’
prohibits the inclusion of software or hardware that
automatically alters the performance of a product in test
conditions

Product-specific Energy
Labelling delegated acts

Verification procedure  Non-compliance

Product-specific Ecodesign
implementing acts
Standardisation
Requests

Article on ‘Circumvention and software updates’
Verification procedure  Non-compliance

Standard shall be designed to minimize the risk of circumvention
Standards shall set test procedures that aim at minimizing the risk that
the performance of a model can be automatically altered in test
conditions
8

Article ‘Circumvention’
in recently adopted Ecodesign regulations
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Circumvention: current legal framework

!
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Constraints

Verification procedure: reference to ‘verification’ of non-compliance
but without any reference to ‘identification’ of CV
Definition:
No definition of CV in Article 2… but there are elements
…software or hardware that automatically alters the performance of the product in test conditions…
…products designed to be able to detect they are being tested (e.g. by recognising the test conditions or test cycle), and to
react specifically by automatically altering their performance during the test with the aim of reaching a more favourable
level for any of the parameters declared by the manufacturer, importer or authorised representative in the technical
documentation or included in any documentation provided…

Other conditions/situations of CV are not considered
Limitations to the application of elements in the ANTICSS approach:
Use of alternative test procedures for compliance verification
Assessment of deviations & interpretation of results
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ANTICSS definition of ‚Circumvention‘
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Circumvention is the act of designing a product or prescribing test instructions,
leading to an alteration of the behaviour or the properties of the product,
specifically in the test situation, in order to reach more favourable results
for any of the parameters specified in the relevant delegated or implemented act,
or included in any of the documentations provided for the product.
The act of circumvention is relevant only under test conditions and can be executed,
e.g.,
a) by automatic detection of the test situation and alteration of the
product performance and/or resource consumption during test, or
b) by pre-set or manual alteration of the product,
affecting performance and/or resource consumption during test or
c) by pre-set alteration of the performance within a short period
after putting the product into service.
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ANTICSS definition of ‚Jeopardy effects‘
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Jeopardy effects encompass all aspects of products or test instructions, or
interpretation of test results, which do not follow the goal of the EU ecodesign
and/or energy labelling legislation of setting ecodesign requirements and
providing reliable information about the resource consumption and/or performance
of a product.

These effects may be not classified as circumvention but become possible due to
loopholes or other weaknesses in standards or regulations.
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ANTICSS guidelines for MSAs to target CV

OEKO

https://www.anti-circumvention.eu/storage/app/media/D21_ANTICSS_Guidelines_MSAs_final.pdf
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ANTICSS guidelines for MSAs to target CV
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Intro to the
ANTICSS verification procedure to target CV

OEKO

* Views on targeted

approach provided in
the Guide
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Potential sources of suspicious behaviour
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• Claims or prior information / reported cases on suspect behaviour
from test labs, NGOs, consumer organisations, other MSAs, etc.
• Own analysis of technical documentation (for example declared values of a
model more favourable than the ones of other similar models)
• Analysis of the Ecodesign and Energy Labelling regulations and applicable
harmonised standards aiming at the identification of weaknesses/loopholes
• Information from the test lab that is performing the tests of the model
according to the harmonised standard.
• Consideration of specific habits or situations prone to circumvention
reflected in the ANTICSS guidelines
• Etc.
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Suspicious habits detected within ANTICSS
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Decision tree to categorize suspicious cases
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Circumvention:
Difference to ‚non-compliance‘
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Alternative test procedures to detect
circumvention or jeopardy effects
•

OEKO

Aim of alternative test procedures in ANTICSS:
address and detect circumvention behaviour under test
• Still very closely to standard test procedures
• Very slight adaptations of only those aspects
related to the suspicious behaviour
• Comparison to results of harmonized standard
• Use of verification tolerances for assessing
the significance of deviations
• If resulting in relevant performance changes,
then hints on CV or jeopardy behaviour might be confirmed
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Decision tree to categorize tested models
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Test results of ANTICSS – Example 1:
Dishwashers – specific loading instructions
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Description
According to regulation or standard “The dishwasher manufacturer’s instructions
regarding installation and use shall be followed.” In many dishwashers it is necessary
to remove or alter the position of “accessories” fitted to the appliance when supplied.
If the parts are not removed, the dishwasher cannot be loaded with the claimed full
capacity (16ps). Instructions on removal of parts are only given in the ‘Instructions for
Test Laboratories’, thus unlikely to be carried out in households in day to day use.

Methodology

1. Tests according to harmonised standard EN 50242:2016,
following the manufacturer’s instructions and loading scheme
2. Alternative testing method:
− An alternative loading scheme is designed, fitting the maximum number
of place settings, when the machine is loaded “as supplied”
− Tests are conducted according to standard conditions and manufacturer’s
instructions without removing or altering accessories.
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Test results of ANTICSS – Example 1:
Dishwashers – specific loading instructions
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Standard loading scheme
according to manufacturer‘s instructions
(16 place settings)
Many accessories and third rack had to
be removed, cutlery basket split into half

ANTICSS alternative
loading scheme
(12 place settings)
Machine tested
as supplied
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Test results of ANTICSS – Example 1:
Dishwashers – specific loading instructions
Standard
test results

ANTICSS
alternative test results

Deviation

16

12

-25%

Specific
energy consumption
(Wh/ps)

47.2

60.9

+29%

Specific
water consumption
(L/ps)

0.68

0.91

+34%

Energy efficiency class

A+++

A+++

No
difference

Standard
place settings (ps)

OEKO
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Test results of ANTICSS – Example 1:
Dishwashers – specific loading instructions
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Conclusions about this case: circumvention
Loading instructions how to reach the declared capacity
exclusively provided in instructions for test laboratories.
No information how to reach the declared capacity in the
user instructions.
The specific loading instructions lead to reaching more
favourable results (capacity) specifically under testing.
Capacity is a declared parameter on the Energy label
(purchase criterion).
Higher capacity might facilitate a better Energy efficiency class.
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ANTICSS test results – Example 2: Washing machines
– Specific optimisation at full and half rated capacity
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Description
Washing machines might be optimised in a way to gain more favourable results for the
energy and water consumption specifically to the two testing points at the declared full
and half load used according to the harmonized standard, whereas the consumption
values follow a different pattern when the machine is run at different loads.

Methodology
Standard testing procedure

Alternative testing procedure

The tests were conducted according to the harmonised standard EN 60456:2016.
Rated capacity declared by the manufacturer.

Full load = 6 kg; Half load = 3kg

Series of 7 treatments as follows:

Series of 7 treatments as follows:

-

Treatment 40°C; half load: 2 test runs

-

Treatment 40°C; half load: 2 test runs

-

Treatment 60°C; half load: 2 test runs

-

Treatment 60°C; half load: 2 test runs

-

Treatment 60°C; full load: 3 test runs

-

Treatment 60°C; full load: 3 test runs.

All parameters required in Regulation (EU) 1015/2010 and Regulation (EU) 1061/2010 were measured.
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ANTICSS test results – Example 2: Washing machines
– Specific optimisation at full and half rated capacity
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Model C: Additional tests at 60°C treatment
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ANTICSS test results – Example 2: Washing machines
– Specific optimisation at full and half rated capacity
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Results at 60°C treatment
0,95

1

0,92

0,9

0,875

0,82

Energy consumption (kWh)

0,8
0,67

0,7

0,81
0,625

0,6
0,453

0,5

0,82

0,58
0,555

0,606

0,55

0,4
0,3
0,2
0,1
0

0

2

4

6

8

10

12

Load (kg)
Standard

Declared

Expected

Extra +alternative

ANTICSS results of a washing machine model: energy consumption at 60°C with different loads
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ANTICSS test results – Example 2: Washing machines
– Specific optimisation at full and half rated capacity
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Results at 60°C treatment
Half rated capacity
0.55 kWh at 5 kg

Lower loads: increasing!

Full rated capacity
0.81 kWh at 10 kg

Lower loads: increasing!

4 kg
3 kg

8 kg
6.5 kg
6 kg

0.63 kWh
0.67 kWh

0.88 kWh
0.92 kWh
0.95 kWh

Significant, inexplicable increase of the energy consumption
from 5 kg to 6 kg load: 0.55 kWh => 0.95 kWh
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ANTICSS test results – Example 2: Washing machines
– Specific optimisation at full and half rated capacity
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Conclusions about this case: Borderline to circumvention
‘jeopardy effect’  tested model  ‘borderline to circumvention’, assuming
that the more efficient test results for the energy consumption at full / half rated
capacity (compared to different loads in-between) would also be achieved
in real life when consumers load the machine around these capacities.

Conclusions about this case: circumvention
‘‘hint for circumvention’  tested model  categorized as ‘circumvention’,
imagining that the model could have a sensor that automatically detects the
weight of the load; if the weight corresponds exactly to load used in standard tests
(full and half load of the rated capacity, standard garments), the energy / water
consumption would be reduced exclusively under these standard test conditions,
but not in consumer use.
However, the presence of this sensor has not been looked for within the project.
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Follow-up measures by MSAs
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Follow-up activities for circumvention
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•

Testing and analyses revealed CV product design, e.g., disclosure of the
underlying programming software, the model can be treated as not compliant
due to ‘circumvention’.

•

If the test results do not disclose the respective product design directly,
but nevertheless, the test results are based on verification tolerances exceeded
in the alternative testing compared to the results of the harmonized standard,
the MSA is suggested to consider conducting the alternative tests
in comparison to the harmonized standard also on the three additional units
selected for the same model as already foreseen by the verification procedure.
If the result is not achieved, the model shall be considered not to comply
with the respective ED/EL regulation.

•

As follow-up measure, the MSA shall provide all relevant information
to the MSAs of the other Member States and to the EU Commission
without delay after a decision being taken on the non-compliance of the model.
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Follow-up measures by MSAs

WASH
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Follow-up activities for CV or borderline to CV
beyond current legal framework
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• Systematic collection of suspicious cases and test results of products being
categorized as path b) or c) of the ANTICSS definition of ‘circumvention’ or
as ‘borderline to circumvention’.
• Regularly use of ADCO meetings to inform, discuss and exchange
experiences about these cases and tested models with the aim to identify
possible patterns, discuss on the verification procedure and
alternative test methods as well as the final interpretation.
• Decision about follow-up measures:
The Board/Chair/European Commission (EC) has to decide how to follow up.
The responsible authority has to determine if to deal with the issue
in the Ecodesign or Energy Labelling revision process, the standardisation
revision process or anywhere else, by whom, at which stage of the process.
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ANTICSS Contact & Disclaimer
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Oeko-Institut e.V.

Kathrin Graulich – ANTICSS project coordinator
E-Mail: k.graulich@oeko.de
www.anti-circumvention.eu
www.twitter.com/AntiCircumvent
www.linkedin.com/company/anticss/
https://cordis.europa.eu/project/rcn/213579_en.html

This project has received funding from the European Union’s Horizon 2020 research and innovation programme under
grant agreement No 785122.
This project presentation reflects only the author's view. The Agency and the Commission are not responsible for any use
that may be made of the information it contains.
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